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GENERAL SERVICES ADMINISTRATION
Federal Acquisition Service
Authorized Federal Supply Schedule Price List
On-Line access to contract ordering information, terms and conditions, up-to-date pricing,
and the option to create and electronic delivery order are available through GSA Advantage!,
amenu —driven database system. The Internet address for GSA Advantage! is:
GSAAdvantage.gov

SPECIAL ITEM NUMBER 132-51 - INFORMATION TECHNOLOGY (IT)

PROFESSIONAL SERVICES

FPDS Code D301 IT Facility Operation and Maintenance

FPDS Code D302 IT Systems Development Services

FPDS Code D306 IT Systems Analysis Services

FPDS Code D307  Automated Information Systems Design and Integration Services

FPDS Code D308  Programming Services

FPDS Code D310 IT Data Conversion Services

FPDS Code D313 Computer Aided Design/Computer Aided Manufacturing (CAD/CAM)
Services

FPDS Code D316 IT Network Management Services

FPDS Code D317 Creation/Retrieval of IT Related Automated News Services, Data
Services, or Other Information Services (All other information services
belong under Schedule 76)

FPDS Code D399 Other Information Technology Services, Not Elsewhere Classified

Note 1: All non-professional labor categories must be incidental to and used solely to support hardware, software
and/or professional services, and cannot be purchased separately.

Note 2: Offerors and Agencies are advised that the Group 70-Information Technology Schedule is notto be used
as a means to procure services which properly fall under the Brooks Act. These services include, but are not
limited to, architectural, engineering, mapping, cartographic production, remote sensing, geographic information
systems, and related services. FAR 36.6 distinguishes between mapping services of an A/E nature and mapping
services which are not connected nor incidental to the traditionally accepted A/E Services.

Note 3: This solicitation is not intended to solicit for the reselling of IT Professional Services, except for the
provision of implementation, maintenance, integration, or training services in direct support of a product. Under
such circumstances the services must be performance by the publisher or manufacturer or one of their authorized
agents.

Contract Number: GS-35F-0040X
Period Covered by Contract: October 29, 2010 to October 28, 2020
Pricelist current through Modification PS-0019 dated June 24, 2015

For more information on ordering from Federal Supply Schedules click on the FSS Schedules
button at http://www.fss.gsa.gov/

Highlight Technologies, LLC
3050 Chain Bridge Road, Suite 420, Fairfax, VA 22030
703-539-0410
www. highlighttech.com
Prices Shown Herein are NET
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1. CUSTOMER INFORMATION AND PRICE LIST
Rates are for work performed at the Government Location only.

Hourly Rate Hourly Rate  Hourly Rate = Hourly Rate  Hourly Rate = Hourly Rate
. 10/29/2014 10/29/2015 10/29/2016 10/29/2017 10/29/2018Thr 10/29/2019
Labor Category Title
Through Through Through Through ough Through
10/28/2015 10/28/2016 10/28/2017 10/28/2018 10/28/2019 10/28/2020
132-51 1 Computer Security Systems Specialist 11 $118.16 $120.88 $123.66 $126.50 $129.41 $132.39
132-51 2 Data Analyst $91.46 $93.56 $95.72 $97.92 $100.17 $102.47
132-51 3 Database Management Specialist | $67.06 $68.60 $70.18 $71.79 $73.45 $75.13
132-51 4 Database Management Specialist 1 $88.68 $90.72 $92.81 $94.94 $97.12 $99.36
132-51 5 Database Management Specialist 111 $105.29 $107.71 $110.19 $112.72 $115.32 $117.97
132-51 6 Database Management Specialist 1V $114.73 $117.37 $120.07 $122.83 $125.65 $128.54
132-51 7 Database Management Specialist V $118.16 $120.88 $123.66 $126.50 $129.41 $132.39
132-51 8 Data Modeler $104.67 $107.08 $109.54 $112.06 $114.64 $117.27
132-51 9 Sr. Data Modeler $110.77 $113.32 $115.92 $118.59 $121.32 $124.11
132-51 10 Database Administrator $106.71 $109.16 $111.68 $114.24 $116.87 $119.56
132-51 11 |Information Assurance Specialist $106.71 $109.16 $111.68 $114.24 $116.87 $119.56
132-51 12 Information Assurance Specialist 1 $121.95 $124.75 $127.62 $130.56 $133.56 $136.63
132-51 13 |Information Assurance Specialist I11 $126.02 $128.92 $131.88 $134.92 $138.02 $141.19
132-51 14 IT Analyst | $79.56 $81.39 $83.26 $85.18 $87.14 $89.14
132-51 15 IT Analyst |1 $86.22 $88.20 $90.23 $92.31 $94.43 $96.60
132-51 16 IT Analyst 111 $118.82 $121.55 $124.35 $127.21 $130.13 $133.13
132-51 17 IT Specialist | $48.75 $49.87 $51.02 $52.19 $53.39 $54.62
132-51 18 IT Specialist 11 $60.29 $61.68 $63.10 $64.55 $66.03 $67.55
GS-35F-0040X Highlight Technologies’ GSA Pricelist Page 3
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Hourly Rate Hourly Rate  Hourly Rate  Hourly Rate  Hourly Rate  Hourly Rate
10/29/2014 10/29/2015 10/29/2016  10/29/2017 10/29/2018Thr 10/29/2019

R Through Through Through Through ough Through
10/28/2015 10/28/2016 10/28/2017 10/28/2018 10/28/2019 10/28/2020

132-51 19 IT Specialist 111 $71.34 $72.98 $74.66 $76.38 $78.13 $79.93
132-51 20 Privacy Consultant $127.03 $129.95 $132.94 $136.00 $139.13 $142.33
132-51 21 |Program Manager |1l $172.18 $176.14 $180.19 $184.34 $188.58 $192.91
132-51 22  |Project Manager | $92.10 $94.22 $96.39 $98.60 $100.87 $103.19
132-51 23 Project Manager 11 $95.25 $97.44 $99.68 $101.97 $104.32 $106.72
132-51 24 Project Manager IlI $114.35 $116.98 $119.67 $122.42 $125.24 $128.12
132-51 25  |Project Manager 1V $118.82 $121.55 $124.35 $127.21 $130.13 $133.13
132-51 26 |Requirements Analyst | $73.29 $74.98 $76.70 $78.46 $80.27 $82.12
132-51 27 Requirements Analyst |1 $88.67 $90.71 $92.80 $94.93 $97.11 $99.35
132-51 28  |Requirements Analyst IlI $108.76 $111.26 $113.82 $116.44 $119.12 $121.86
132-51 29  |Requirements Analyst IV $129.60 $132.58 $135.63 $138.75 $141.94 $145.21
132-51 30 Requirements Analyst V $161.88 $165.60 $169.41 $173.31 $177.29 $181.37
132-51 31 |Research Associate $67.09 $68.63 $70.21 $71.83 $73.48 $75.17
132-51 32  |Web Developer $82.74 $84.64 $86.59 $88.58 $90.62 $92.70
132-51 33  |Web Developer IV $114.35 $116.98 $119.67 $122.42 $125.24 $128.12
132-51 34 Technical Writer | $62.22 $63.65 $65.12 $66.61 $68.14 $69.71
132-51 35 Technical Writer |1 $81.24 $83.11 $85.02 $86.98 $88.98 $91.02
132-51 36 Technical Writer 1V $117.01 $119.70 $122.45 $125.27 $128.15 $131.10
132-51 37  |Graphical User Interface Designer $105.63 $108.06 $110.54 $113.09 $115.69 $118.35
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Labor Category Title

Hourly Rate
6/16/2015
Through
10/29/2015

Hourly Rate

10/29/2015
Through

10/28/2016

Hourly Rate
10/29/2016
Through

10/28/2017

Hourly Rate
10/29/2017
Through
10/28/2018

Hourly Rate
10/29/2018
Through
10/28/2019

Hourly Rate
10/29/2019
Through
10/28/2020

132-51 38  |Graphic Artist-Level Ill $53.12 $54.34 $55.59 $56.87 $58.18 $59.52
132-51 39  |Graphic Artist-Level Il $47.85 $48.95 $50.08 $51.23 $52.41 $53.61
132-51 40 |Graphic Artist-Level | $37.38 $38.24 $39.12 $40.02 $40.94 $41.88
132-51 41  |Content Developer/Writer Level | $49.44 $50.58 $51.74 $52.93 $54.15 $55.39
132-51 42  |Digital Broadcast Engineer-Technical-Level 111 $57.26 $58.58 $59.93 $61.31 $62.72 $64.15
132-51 43  |Digital Broadcast Engineer-Technical-Level |1 $51.78 $52.97 $54.19 $55.44 $56.72 $58.01
132-51 44  |Digital Broadcast Engineer-Technical-Level | $45.74 $46.79 $47.87 $48.97 $50.10 $51.25
132-51 45 |Digital Media Specialist-Level 111 S44.27 $45.29 $46.33 $47.40 $48.49 $49.60
132-51 46  |Digital Media Specialist-Level 11 $36.88 $37.73 $38.60 $39.49 $40.40 $41.32
132-51 47  |Digital Media Specialist-Level 11 $32.46 $33.21 $33.97 $34.75 $35.55 $36.37
132-51 48  |Webmaster $53.09 $54.31 $55.56 $56.84 $58.15 $59.48
132-51 49 Media Consultant-Level I11 $62.80 $64.24 $65.72 $67.23 $68.78 $70.36
132-51 50 |Media Consultant-Level Il $59.02 $60.38 $61.77 $63.19 $64.64 $66.13
132-51 51 Media Consultant-Level | $56.07 $57.36 $58.68 $60.03 $61.41 $62.82
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Highlight Technologies SIN 132-51 Price List
10/29/2015 through 10/28/2020

HIGHLIGHT TECHNOLOGIES LABOR CATEGORY DESCRIPTIONS

Commercial Job Title: Computer Security Systems Specialist 11

Minimum/Gene ral _Experience: Minimum of eight (8) years of experience, of which at

least five (5) years must be specialized experience in defining computer security
requirements for high level applications, evaluation of approved security product
capabilities, and developing solutions to technical information systems security
problems.

Functional Responsibility: Analyzes and defines security requirements for technical
information systems security issues. Designs, develops, engineers, and imple ments
solutions to technical information systems security requirements. Gathers and organizes
technical information about an organization's mission goals and needs, existing security
products, and ongoing programs in the technical information systems security arena.
Performs risk analyses that also includes risk assessment.

Minimum__Education: Bachelor’s degree in Electrical Engineering, Information
Science, Information Systems, Computer Science, Physics, Math, or other related
scientific or technical discipline.

Commercial Job Title: Data Analyst

Minimum/Gene ral _Experience: Minimum of four (4) years of experience is required,
of which two (2) years must be specialized in tasks similar to that described under
functional responsibility.

Functional _ Responsibility:  Facilitate Data Governance.  Ensure  currency,
communication and compliance of data governance. Align data governance with agency
standards for the data model and business domains. Establish data governance processes.
Establish standardized processes for capturing and maintaining metadata from data
sources.

Develop New Data Models. Develop data models for the source and target data based on
the data exchange requirements. Develop new business rules for source data transfers to
target databases. Analyze and design the source to target business rules and
transformations.

Minimum_Education: Bachelor’s degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Database Management Specialist |

Minimum/Gene ral Experience: Two (2) years of progressively difficult experience in
systems analysis and programming.

Functional Responsibility: Provide technical expertise in the design of database
structures. The Database Administrator shall have experience in the logical design of

GS-35F-0040X Highlight Technologies’ GSA Pricelist Page 6
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database structure. This includes record content and record to record (set) relationships
to achieve a desired information processing goals. The individual shall have experience
in the design and use of databases in current database environments. The individual shall
have experience in translation of the logical design into the schema view of the logical
and physical aspects of the database. He/she shall be knowledgeable in the design and
translation of schemas to partition the total view of the database into subset views of each
distinct application, experience in maintenance of privacy locks and monitoring of sub-
schemas validated against the schema and programs compiled against the subschema.
The individual shall also be able to determine when and where problems exist in a
database and provide solutions to fix those problems found. He/she will institute and
implement database archived backup and recovery and performance procedures.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

4.  Commercial Job Title: Database Management Specialist 11

Minimum/General Experience: Four (4) years of progressively difficult experience in
systems analysis and programming. Two (2) years of experience being responsible for a
large database, and for the logical and physical database design aspects.

Functional Responsibility: Provide technical expertise in the design of the database
structures. This includes record content and record to record (set) relationships to achieve
a desired information processing goal. The individual shall have experience in the design
and use of databases in current database environments. The individual shall have
experience in translation of the logical design into the schema view of the logical and
physical aspects of the database. He/she shall be knowledgeable in the design and
translation of schemas to partition the total view of the database into subset views of each
distinct application, experience in maintenance of privacy locks and monitoring of
subschemas validated against the schema and programs compiled against the subschema.
The individual shall also be able to determine when and where problems exist in a
database and be able to fix those problems found. He/she will institute and imple ment
archived database backup, performance, and recovery procedures.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

5.  Commercial Job Title: Database Management Specialist 111

Minimum/General Experience: Six (6) years of progressively difficult experience in
systems analysis and programming. Four (4) years of experience being responsible for a
large database, and for the logical and physical database design aspects.

Functional Responsibility: Provide technical expertise in the design of the database
structures. This includes record content and record to record (set) relationships to achieve
a desired information processing goal. The individual shall have experience in the design
and use of databases in current database environments. The individual shall have
experience in translation of the logical design into the schema view of the logical and
physical aspects of the database. He/she shall be knowledgeable in the design and
translation of schemas to partition the total view of the database into subset views of each
distinct application, experience in maintenance of privacy locks and monitoring of
subschemas validated against the schema and programs compiled against the subschema.
The individual shall also be able to determine when and where problems exist in a
database and be able to fix those problems found. He/she will institute and imple ment
archived database backup, performance, and recovery procedures.
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Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

6. Commercial Job Title: Database Management Specialist 1V

Minimum/Gene ral Experience: Eight (8) years of progressively difficult experience in
systems analysis and programming. Four (4) years of experience being responsible for a
large database, and for the logical and physical database design aspects.

Functional Responsibility: Provide technical expertise in the design of the database
structures. This includes record content and record to record (set) relationships to achieve
a desired information processing goal. The individual shall have experience in the design
and use of databases in current database environments. The individual shall have
experience in translation of the logical design into the schema view of the logical and
physical aspects of the database. He/she shall be knowledgeable in the design and
translation of schemas to partition the total view of the database into subset views of each
distinct application, experience in maintenance of privacy locks and monitoring of
subschemas validated against the schema and programs compiled against the subschema.
The individual shall also be able to determine when and where problems exist in a
database and be able to fix those problems found. He/she will institute and imple ment
archived database backup, performance, and recovery procedures.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

7. Commercial Job Title: Database Management Specialist V

Minimum/Gene ral Experience: Ten (10) years of progressively difficult experience in
systems analysis and programming. Six (6) years of experience being responsible for a
large database, and for the logical and physical database design aspects.

Functional Responsibility: Provide technical expertise in the design of the database
structures. This includes record content and record to record (set) relationships to achieve
a desired information processing goal. The individual shall have experience in the design
and use of databases in current database environments. The individual shall have
experience in translation of the logical design into the schema view of the logical and
physical aspects of the database. He/she shall be knowledgeable in the design and
translation of schemas to partition the total view of the database into subset views of each
distinct application, experience in maintenance of privacy locks and monitoring of
subschemas validated against the schema and programs compiled against the subschema.
The individual shall also be able to determine when and where problems exist in a
database and be able to fix those problems found. He/she will institute and imple ment
archived database backup, performance, and recovery procedures.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

8. Commercial Job Title: Data Modeler

Minimum/General Experience: Minimum of six (6) years experience is required, of
which three (3) years must be specialized in tasks similar to that described under
functional responsibility. Experience with leading database design and application tools
such as: Oracle, OBIEE+, Trillium, Hyperion, Informatica, Websphere.

Functional Responsibility: Perform comprehensive analysis of the existing system
designs to include the data model, database implementation, ETL processes, data load
strategy and presentation layer. Provide recommendations for redesign. Develop

GS-35F-0040X Highlight Technologies’ GSA Pricelist Page 8
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10.

technical specifications based on requirements.

Maintain system data framework and architecture. Evaluate and support software and
hardware upgrades. Determine system capability and user access processes. Participate
in configuration management efforts, coordinating with configuration management staff
as appropriate.

Develop database business intelligence components (presentation layer, business layer,
physical layer) for new systems. Perform data warehouse analysis to include the data
model, database implementation, ETL processes, data load strategy and the presentation
layer. Provide recommendations for design. Develop technical specifications based on
requirements. Participate in implementation, test and maintenance of database and/or data
warehousing solutions.

Minimum_Education: Bachelor's degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Sr. Data Modeler

Minimum/Gene ral Experience: Minimum of ten (10) years experience is required, of
which five (5) years must be specialized in tasks similar to that described under functional
responsibility. Experience with leading database design and application tools such as:
Oracle, OBIEE+, Trillium, Hyperion, Informatica, Websphere.

Functional Responsibility: Perform comprehensive analysis of the existing system
designs to include the data model, database implementation, ETL processes, data load
strategy and presentation layer. Provide recommendations for redesign. Develop
technical specifications based on requirements.

Maintain system data framework and architecture. Evaluate and support software and
hardware upgrades. Determine system capability and user access processes. Participate
in configuration management efforts, coordinating with configuration management staff
as appropriate.

Develop database business intelligence components (presentation layer, business layer,
physical layer) for new systems. Perform data warehouse analysis to include the data
model, database implementation, ETL processes, data load strategy and the presentation
layer. Provide recommendations for design. Develop technical specifications based on
requirements. Participate in implementation, test and maintenance of database and/or data
warehousing solutions.

Minimum_Education: Bachelor’s degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Database Administrator (DBA)

Minimunm/Gene ral _Experience: Minimum of six (6) years of experience is required, of
which five (5) years must be specialized in tasks similar to that described under functiona l
responsibility. Must have mid-level DBA skills and be able support database
development for web based enterprise data warehouse applications.

Functional Responsibility: Responsibilities include: Develop, test, and move to
production database modifications for multiple versions of enterprise data warehouse
(EDW) environments. Build, test, tune, monitor and troubleshoot database structures and
data migrations (Extract / Transform / Load). Perform unit testing, integration, and
ensuring data flows through the established clearing processes correctly and within the

GS-35F-0040X Highlight Technologies’ GSA Pricelist Page 9
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12.

schedule parameters.

Build, test, and optimize the scripts used to populate and manipulate data within a
database and support the developers using data management tools. Develop, provide, and
regularly post to the dashboard database and provide DB related metrics.

Work with a team of software professionals to correct defects and dewvelop new
functionality, follow detailed life-cycle processes, utilizing best practices for
configuration control and development activities. Thoroughly document database
processes and procedures, the database portion of the lifecycle and support the program
efforts to implement mature processes. Provide Tier 3 helpdesk, AlX, and UNIX support
as required.

Minimum_Education: Bachelor’s degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Information Assurance Specialist

Minimum/General Experience: Minimum of six (6) years experience is required, of
which (4) years must be specialized in tasks similar to that described under functional
responsibility.

Functional __Responsibility: Develop Certification and Accreditation (C&A)
documentation for Federal systems. Generate all required artifacts for a fully compliant
C&A package. Maintain updating existing C&A artifacts and stay current with customer
Agency and Federal C&A requirements. Support annual C&A activities such as self-
assessments, contingency plan tests, and vulnerability scans.

Review system change requests (SCRs) and provide security impact assessment for
changes. Perform security awareness and other security related training. Advise on
information privacy considerations such as protection of personally identifiable
information (PII). As tasked, serve as Assistant Information System Security Officer
(AISSO) for an application.

Develop Interface Control Agreements (ICAs) that specify technical specifications for
the integration of internal and external systems. Coordinate and facilitate meetings with
external system owners, develop definition of technical specifications for field attributes
with external system owners, develop agreement of communication protocols with
external system owners, and ensure compliance with agency security requirements.
Document Standard Operating Procedures (SOPs), Service Level Agreements (SLAS),
installation/connection guides, and supporting detailed design documents.

Minimum _Education: Bachelor's degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Information Assurance Specialist 11

Minimum/Gene ral _Experience: Minimum of eight (8) years of experience is required,
of which four (4) years must be leading teams in support of tasks similar to that described
under functional responsibility.

Functional _ Responsibility: Dewvelop Certification and Accreditation (C&A)
documentation for Federal systems. Generate all required artifacts for a fully compliant
C&A package. Maintain updating existing C&A artifacts and stay current with customer
Agency and Federal C&A requirements. Support annual C&A activities such as self-
assessments, contingency plan tests, and vulnerability scans.
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13.

14.

Review system change requests (SCRs) and provide security impact assessment for
changes. Perform security awareness and other security related training. Advise on
information privacy considerations such as protection of personally identifiable
information (PII). As tasked, serve as Assistant Information System Security Officer
(AISSO) for an application.

Develop Interface Control Agreements (ICAs) that specify technical specifications for
the integration of internal and external systems. Coordinate and facilitate meetings with
external system owners, develop definition of technical specifications for field attributes
with external system owners, develop agreement of communication protocols with
external system owners, and ensure compliance with agency security requirements.
Document Standard Operating Procedures (SOPs), Service Level Agreements (SLAS),
installation/connection guides, and supporting detailed design documents.

Minimum Education: Bachelor's degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Information Assurance Specialist 111

Minimum/Gene ral _Experience: Minimum of ten (10) years of experience is required,
of which five (5) years must be leading teams in support of tasks similar to that described
under functional responsibility.

Functional _Responsibility: Dewvelop Certification and Accreditation (C&A)
documentation for Federal systems. Generate all required artifacts for a fully compliant
C&A package. Maintain updating existing C&A artifacts and stay current with customer
Agency and Federal C&A requirements. Support annual C&A activities such as self-
assessments, contingency plan tests, and vulnerability scans.

Review system change requests (SCRs) and provide security impact assessment for
changes. Perform security awareness and other security related training. Advise on
information privacy considerations such as protection of personally identifiable
information (PII). As tasked, serve as Assistant Information System Security Officer
(AISSO) for an application.

Develop Interface Control Agreements (ICAs) that specify technical specifications for
the integration of internal and external systems. Coordinate and facilitate meetings with
external system owners, develop definition of technical specifications for field attributes
with external system owners, develop agreement of communication protocols with
external system owners, and ensure compliance with agency security requirements.
Document Standard Operating Procedures (SOPs), Service Level Agreements (SLAS),
installation/connection guides, and supporting detailed design documents.

Minimum_Education: Bachelor's degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: IT Analyst I

Minimum/General Experience: Two (2) years of progressively difficult experience in
functional and systems analysis. One (1) year of requirements analysis in a specialized
IT area(s), e.g., Operations Analysis, T&E/IV&V, CM, QA, Technical Documentation,
Information Security, Financial Management and Administration, Program Support.

Functional Responsibility: Basic knowledge of task order-specific requirements, or
developing functional requirements for small projects. Required to work under only
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15.

16.

general direction. Assists with work in the area of discipline (Operations Analysis,
T&E/NIV&V, CM, QA, Technical Documentation, Information Security, Financial
Management and Administration, Program Support, etc.) as specified in the task orders.
Participates in various testing functions (i.e., string and acceptance tests) to verify that
results are correct. Supports development of requirements of functional products/services
(including specifications, feasibility studies, requirement analysis) from inception to
conclusion on simple to complex projects. Maintains and updates functional or operating
manuals outlining established methods of performing work in accordance with
organizational policy and industry standards under guidance of Functional Analyst.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

Commercial Job Title: IT Analyst 11

Minimum/General Experience: Five (5) years of progressively difficult experience in
functional and systems analysis. Two (2) year of requirements analysis in a specialized
IT area(s), e.g., Operations Analysis, T&E/IV&V, CM, QA, Technical Documentation,
Information Security, Financial Management and Administration, Program Support.

Functional Responsibility: Basic knowledge of task order specific requirements, or
developing functional requirements for small projects. Can perform work with minimal
or no general direction. Ensures that work in area of discipline (Operations Analysis,
T&E/NIV&V, CM, QA, Technical Documentation, Information Security, Financial
Management and Administration, Program Support, etc.) is as specified in the task orders.
Participates in various testing functions (i.e., string and acceptance tests) to verify that
results are correct. Develops requirements of functional products/services (including
specifications, feasibility studies, requirement analysis) from inception to conclusion on
simple to complex projects. Performs functional analysis to identify required tasks and
their interrelationships. Identifies resources required. Maintains and updates functional
or operating manuals outlining established methods of performing work in accordance
with organizational policy and industry standards under guidance of Senior Functional
Analyst.

Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

Commercial Job Title: IT Analyst 111

Minimum/Gene ral Experience: Eight (8) years of progressively difficult experience in
functional and systems analysis. Three year (3) of requirements analysis in a specialized
IT area(s), e.g., Operations Analysis, T&E/IV&V, CM, QA, Technical Documentation,
Information Security, Financial Management and Administration, Program Support.

Functional Responsibility: Functional knowledge of task order specific requirements,
or developing functional requirements for small to mid-size projects or specific tasks.
Demonstrated ability to work independently or under only general direction of the
Principal Functional Analyst. Leads a medium to large team performing tasking in area
of discipline or related areas (Operations Analysis, T&E/IV&V, CM, QA, Technical
Documentation, Information Security, Financial Management and Administration,
Program Support, etc.), or independently performs highly complex tasks in area of
discipline or related areas. Works with the Principal Functional Analyst to define and
document task requirements. Performs systematic reviews of selected functions to
determine application and design against defined requirements. Develops and updates
functional or operating manuals outlining established methods of performing work in
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accordance with organizational policy. Provides functional guidance on assigned tasks.
Minimum_Education: Bachelor’s degree in Computer Science or a related discipline.

Commercial Job Title: IT Specialist |

Minimum/Gene ral _Experience: Zero (0) to two (2) years of Information Technology
experience.

Functional Responsibility: Provides first-level, intermediate, support to users. Applies
software, hardware, and/or information technology to troubleshoot user or system
problems. Routes complex problems to more experienced technical specialists. May
provide installation support to include cable/network infrastructure. May possess
knowledge of document imaging, document management, and workflow COTS systems.

Minimum Education: Associate’s degree, or equivalent professional experience.

Commercial Job Title: IT Specialist 11

Minimum/General _Experience: Two (2) to four (4) years of Information Technology
experience.

Functional Responsibility: Provides support to users onissues of moderate complexity.
Applies knowledge of state-of-the-art software, hardware, network infrastructure, and
information technology to troubleshoot user/system problems. Provide installation
services and define facilities requirements. Routes highly complex problems to more
experienced technical specialists. May possess knowledge of structured cabling systems,
document imaging, document management, and workflow COTS systems.

Minimum_Education: Associate’s degree, or equivalent professional experience.

Commercial Job Title: IT Specialist 111

Minimum/General Experience: Four (4) to six (6) years of Information Technology
experience.

Functional Responsibility: Applies expertise and knowledge of state-of-the-art
software, hardware, network infrastructure, and/or information technology to
troubleshoot complex user/system problems. May possess knowledge of document
imaging, document management, and workflow COTS systems. May provide guidance
to lower level technical specialists.

Minimum_Education: Bachelor’s, or equivalent professional experience.

Commercial Job Title: Privacy Consultant

Minimum/Gene ral _Experience: Minimum often (10) years experience is required, with
expertise in key privacy laws and regulations in a given industry. One of the following is
required: a Professional Privacy Certification, such as the Certified Information Privacy
Professional (CIPP), a J.D. oraPh.D.

Functional Responsibility: Help government and/or commercial customers understand
key security and privacy issues, risks, exposures and vulnerabilities using workshops and
assessments. Develop security and privacy programs to meet customer needs. Architect
secure solutions to address specific security and privacy requirements. Responsibilities
may include: interpreting industry and federal security and privacy standards in the
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context of customer environments, develop policies and procedures, analyze customer
gaps against the standards, plan remediation actions to bring customer into compliance
with standards and lead projects and manage client relationships.

Minimum_Education: Bachelor’s degree.

Commercial Job Title: Program Manager 111

Minimum/General Experience: Must have twelve (12) years of IT experience,
including at least eight (8) years of IT and/or telecommunications system manageme nt
experience.

Functional _Responsibility: Performs day-to-day management of owverall contract
support operations, possibly involving multiple projects and groups of personnel at
multiple locations. Organizes, directs, and coordinates the planning and production of all
contract support activities. Demonstrates written and oral communication skills. At least
eight (8) years of direct supervision of IT software development, integration,
maintenance projects, and/or telecommunications systems. Must be capable of leading
projects that involve the successful management of teams composed of data processing
and other information management professionals who have been involved in analysis,
design, integration, testing, documenting, converting, extending, and implementing
automated information and/or telecommunications systems.

Minimum_Education: Bachelor’s degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Project Manager |

Minimum/General Experience: Minimum of five (5) years of experience is required,
of which three (3) years must be specialized. Specialized experience required includes:
engineering project development from inception to deployment; management and control
of funds and resources, demonstrated capability in managing multi-task contracts.
General experience required includes: increasing responsibilities in information systems
design and management.

Functional Responsibility: Leads the project or multiple tasks and retains overall
responsibility for performance including cost, schedule, deliverables and contractual
compliance. Provides the interface to the customer and other project leaders. May work
under a Program Manager for multiple projects. Identifies, acquires, and utilizes company
resources to achieve project technical objectives. Establishes priorities, task assignment
and completion. Ensures quality and productivity standards are maintained while meeting
project/client deadlines and budget constraints. Serves as the client liaison on all project
matters. Performs a quality assurance role and ensures timely delivery of all specified
deliverables. Identifies all task responsibilities and reports any changes or suggestions
accordingly to a senior Project Manager or Program Manager. Supervises the training of
new personnel under the project to assure compliance with government regulations,
codes, and Company policy and procedures. Participates in contract negotiations.

Minimum_Education: Bachelor's degree in Computer Science, Information Systems,

Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Project Manager 11

Minimum/Gene ral _Experience: Minimum of seven (7) years of experience is required,
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of which five (5) years must be specialized. Specialized experience required includes:
engineering project development from inception to deployment; management and control
of funds and resources, demonstrated capability in managing multi-task contracts.
General experience required includes: increasing responsibilities in information systems
design and management.

Functional Responsibility: Leads the project or multiple tasks and retains owverall
responsibility for performance including cost, schedule, deliverables and contractual
compliance. Provides the interface to the customer and other project leaders. May work
under a Program Manager for multiple projects. Identifies, acquires, and utilizes company
resources to achieve project technical objectives. Establishes priorities, task assignme nt
and completion. Ensures quality and productivity standards are maintained while meeting
project/client deadlines and budget constraints. Serves as the client liaison on all project
matters. Performs a quality assurance role and ensures timely delivery of all specified
deliverables. Identifies all task responsibilities and reports any changes or suggestions
accordingly to a senior Project Manager or Program Manager. Supervises the training of
new personnel under the project to assure compliance with government regulations,
codes, and Company policy and procedures. Participates in contract negotiations.

Minimum_Education: Bachelor’s degree in Computer Science, Information Systems,
Engineering, Business, or other related scientific or technical discipline.

Commercial Job Title: Project Manager Il

Minimum/General Experience: Minimum of eight (8) years experience is required, of
which five (5) years must be specialized. Specialized experience required includes:
engineering project development from inception to deployment; management and control
of funds and resources, demonstrated capability in managin